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Kaspersky
È
 Mail Gateway 5.6 (ʜʘʣʝʝ ʪʘʢʞʝ Kaspersky Mail Gateway, ʧʨʠʣʦ-

ʞʝʥʠʝ) ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ SMTP-ʪʨʘʬʠʢʘ ʩ ʮʝʣʴʶ ʟʘʱʠʪʳ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʦʪ ʚʠʨʫʩʦʚ ʠ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʧʦʯʪʦʚʳʭ 
ʩʦʦʙʱʝʥʠʡ ï ʩʧʘʤʘ. ʇʨʠʣʦʞʝʥʠʝ ʷʚʣʷʝʪʩʷ ʧʦʣʥʦʮʝʥʥʳʤ ʧʦʯʪʦʚʳʤ ʤʘʨ-
ʰʨʫʪʠʟʘʪʦʨʦʤ (ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʥʪʝʨʥʝʪ-ʩʪʘʥʜʘʨʪʘʤʠ IETF RFC), ʨʘʙʦ-
ʪʘʶʱʠʤ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Linux ʠʣʠ FreeBSD. 

ʇʨʠʣʦʞʝʥʠʝ ʧʦʟʚʦʣʷʝʪ: 

 ʧʨʦʠʟʚʦʜʠʪʴ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʚʢʣʶʯʘʷ 
ʚʣʦʞʝʥʥʳʝ ʦʙʲʝʢʪʳ ʠ ʪʝʣʘ ʩʦʦʙʱʝʥʠʡ; 

 ʚʳʷʚʣʷʪʴ ʟʘʨʘʞʝʥʥʳʝ, ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʠ ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ 
ʚʣʦʞʝʥʥʳʝ ʬʘʡʣʳ ʠ ʪʝʣʘ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ; 

 ʚʳʧʦʣʥʷʪʴ ʘʥʪʠʚʠʨʫʩʥʫʶ ʦʙʨʘʙʦʪʢʫ (ʚ ʪ. ʯ. ʣʝʯʝʥʠʝ) ʟʘʨʘʞʝʥʥʳʭ 
ʦʙʲʝʢʪʦʚ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʦʙʥʘʨʫʞʝʥʥʳʭ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦ-
ʚʝʨʢʠ; 

 ʦʨʛʘʥʠʟʦʚʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʬʠʣʴʪʨʘʮʠʶ ʧʦʪʦʢʘ ʧʦʯʪʦʚʳʭ ʩʦ-
ʦʙʱʝʥʠʡ ʧʦ ʠʤʝʥʘʤ ʠ MIME-ʪʠʧʘʤ ʚʣʦʞʝʥʥʳʭ ʬʘʡʣʦʚ ʠ ʧʨʠʤʝʥʷʪʴ 
ʢ ʦʪʬʠʣʴʪʨʦʚʘʥʥʳʤ ʦʙʲʝʢʪʘʤ ʦʪʜʝʣʴʥʳʝ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ; 

 ʧʨʦʚʝʨʷʪʴ ʢʘʞʜʦʝ ʧʦʯʪʦʚʦʝ ʩʦʦʙʱʝʥʠʝ, ʚʢʣʶʯʘʷ ʚʣʦʞʝʥʥʳʝ ʦʙʲ-
ʝʢʪʳ, ʥʘ ʧʨʠʩʫʪʩʪʚʠʝ ʚ ʥʝʤ ʧʨʠʟʥʘʢʦʚ, ʭʘʨʘʢʪʝʨʥʳʭ ʜʣʷ ʩʧʘʤʘ; 

 ʧʨʦʚʝʨʷʪʴ ʚ ʧʨʦʮʝʩʩʝ ʘʥʘʣʠʟʘ ʥʘ ʩʦʜʝʨʞʘʥʠʝ ʩʧʘʤʘ ʘʜʨʝʩʘ ʦʪʧʨʘ-
ʚʠʪʝʣʷ ʠ ʧʦʣʫʯʘʪʝʣʷ (envelope), ʨʘʟʤʝʨ ʧʠʩʴʤʘ, ʘ ʪʘʢʞʝ ʨʘʟʣʠʯʥʳʝ 
ʟʘʛʦʣʦʚʢʠ ʧʠʩʴʤʘ (ʚʢʣʶʯʘʷ ʟʘʛʦʣʦʚʢʠ From ʠ To); 

 ʦʩʫʱʝʩʪʚʣʷʪʴ ʩʣʝʜʫʶʱʠʝ ʧʨʦʚʝʨʢʠ ʚ ʧʨʦʮʝʩʩʝ ʘʥʘʣʠʟʘ ʧʠʩʴʤʘ ʥʘ 
ʩʦʜʝʨʞʘʥʠʝ ʩʧʘʤʘ: 

 ʥʘʣʠʯʠʝ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʚ ʪʦʤ ʠʣʠ ʠʥʦʤ DNS-based real 
time black hole list (DNSBL); 
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DNSBL (DNS based black hole list) ï ʙʘʟʘ ʜʘʥʥʳʭ  
IP-ʘʜʨʝʩʦʚ ʧʦʯʪʦʚʳʭ ʩʝʨʚʝʨʦʚ, ʩ ʢʦʪʦʨʳʭ ʚʝʜʝʪʩʷ ʥʝʢʦʥʪʨʦʣʠ-
ʨʫʝʤʘʷ ʨʘʩʩʳʣʢʘ. ʊʘʢʠʝ ʧʦʯʪʦʚʳʝ ʩʝʨʚʝʨʘ ʧʨʠʥʠʤʘʶʪ ʧʦʯʪʫ ʦʪ 
ʢʦʛʦ ʫʛʦʜʥʦ ʠ ʦʪʧʨʘʚʣʷʶʪ ʝʝ ʜʘʣʝʝ ʢʦʤʫ ʫʛʦʜʥʦ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
DNSBL ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʧʨʝʱʘʪʴ ʧʨʠʝʤ ʧʦʯ-
ʪʳ ʩ ʧʦʜʦʙʥʳʭ ʩʝʨʚʝʨʦʚ. ʇʦʣʠʪʠʢʘ ʬʦʨʤʠʨʦʚʘʥʠʷ ʩʧʠʩʢʦʚ ʨʘʟ-
ʣʠʯʘʝʪʩʷ ʫ ʨʘʟʣʠʯʥʳʭ ʩʝʨʚʠʩʦʚ. ɺʥʠʤʘʪʝʣʴʥʦ ʦʟʥʘʢʦʤʴʪʝʩʴ ʩ 
ʧʦʣʠʪʠʢʦʡ ʩʝʨʚʠʩʘ, ʧʨʝʞʜʝ ʯʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʛʦ ʩʧʠʩʢʠ ʜʣʷ 
ʬʠʣʴʪʨʘʮʠʠ ʧʦʯʪʳ. 

 ʥʘʣʠʯʠʝ DNS-ʟʘʧʠʩʠ ʦ ʩʝʨʚʝʨʝ-ʦʪʧʨʘʚʠʪʝʣʝ (reverse DNS 
lookup); 

 ʧʨʦʚʝʨʢʘ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʥʘ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩʧʠʩʢʫ ʨʘʟ-
ʨʝʰʝʥʥʳʭ ʘʜʨʝʩʦʚ ʜʣʷ ʜʦʤʝʥʘ ʩ ʧʦʤʦʱʴʶ ʪʝʭʥʦʣʦʛʠʠ Sender 
Policy Framework (SPF); 

 ʧʨʦʚʝʨʢʘ ʩ ʧʦʤʦʱʴʶ ʩʝʨʚʠʩʘ Spam URI Realtime Blocklists 
(SURBL) ʘʜʨʝʩʦʚ ʠ ʩʩʳʣʦʢ ʥʘ ʩʘʡʪʳ, ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʪʝʢʩʪʝ 
ʧʠʩʴʤʘ. 

 ʧʨʦʚʦʜʠʪʴ ʧʨʠ ʧʨʦʚʝʨʢʝ ʥʘ ʩʧʘʤ ʧʨʦʚʝʨʢʫ ʛʨʘʬʠʯʝʩʢʠʭ ʚʣʦʞʝʥʠʡ, 
ʩʨʘʚʥʠʚʘʷ ʠʭ ʩ ʩʠʛʥʘʪʫʨʘʤʠ ʠʟʚʝʩʪʥʳʭ ʩʧʘʤ-ʩʦʦʙʱʝʥʠʡ; ʨʝʟʫʣʴʪʘ-
ʪʳ ʵʪʦʛʦ ʩʨʘʚʥʝʥʠʷ ʪʘʢʞʝ ʫʯʠʪʳʚʘʶʪʩʷ ʧʨʠ ʧʨʠʥʷʪʠʠ ʨʝʰʝʥʠʷ ʦ 
ʧʨʠʥʘʜʣʝʞʥʦʩʪʠ ʧʠʩʴʤʘ ʢ ʩʧʘʤʫ; 

 ʚʝʩʪʠ ʘʨʭʠʚʳ ʚʩʝʭ ʧʨʠʥʷʪʳʭ ʠ / ʠʣʠ ʦʪʧʨʘʚʣʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʝʤ 
ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʝʩʣʠ ʵʪʦʛʦ ʪʨʝʙʫʶʪ ʧʨʘʚʠʣʘ ʚʥʫʪʨʝʥʥʝʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ; 

 ʚʚʦʜʠʪʴ ʦʛʨʘʥʠʯʝʥʠʷ ʥʘ SMTP-cʦʝʜʠʥʝʥʠʷ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʧʨʦʪʠʚʦ-
ʩʪʦʷʪʴ ʭʘʢʝʨʩʢʠʤ ʘʪʘʢʘʤ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʨʠʣʦʞʝʥʠʷ ʚ ʢʘʯʝʩʪʚʝ 
ʦʪʢʨʳʪʦʛʦ ʧʦʯʪʦʚʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʜʣʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʭ 
ʨʘʩʩʳʣʦʢ; 

 ʦʛʨʘʥʠʯʠʚʘʪʴ ʥʘʛʨʫʟʢʫ ʥʘ ʩʝʨʚʝʨ ʧʨʠ ʧʦʤʦʱʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʥʘ-
ʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʘʨʘʤʝʪʨʦʚ SMTP-ʧʨʦʪʦʢʦʣʘ; 

 ʦʨʛʘʥʠʟʦʚʳʚʘʪʴ çʙʝʣʳʝè ʠ çʯʝʨʥʳʝè ʩʧʠʩʢʠ ʘʜʨʝʩʘʪʦʚ, ʧʨʠʤʝʥʷʝ-
ʤʳʝ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ; 

 ʫʚʝʜʦʤʣʷʪʴ ʦʪʧʨʘʚʠʪʝʣʝʡ, ʧʦʣʫʯʘʪʝʣʝʡ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʠ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʚʳʣʝʯʝʥʥʳʭ ʩʦʦʙʱʝʥʠʷʭ, ʩʦʦʙʱʝʥʠʷʭ, ʩʦʜʝʨ-
ʞʘʱʠʭ ʟʘʨʘʞʝʥʥʳʝ, ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʠʣʠ ʟʘʱʠʱʝʥʥʳʝ ʦʙʲʝʢʪʳ, ʘ 
ʪʘʢʞʝ ʦ ʚʦʟʥʠʢʰʠʭ ʚ ʧʨʦʮʝʩʩʝ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʡ ʦʰʠʙʢʘʭ; 
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 ʧʦʤʝʱʘʪʴ ʚ ʢʘʨʘʥʪʠʥʥʳʡ ʢʘʪʘʣʦʛ ʩʦʦʙʱʝʥʠʷ, ʦʧʦʟʥʘʥʥʳʝ ʢʘʢ ʩʧʘʤ, 
ʚʦʟʤʦʞʥʳʡ ʩʧʘʤ, ʬʦʨʤʘʣʴʥʳʝ ʠʣʠ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʝ (blacklisted) 
ʩʦʦʙʱʝʥʠʷ, ʘ ʪʘʢʞʝ ʩʦʦʙʱʝʥʠʷ, ʩʦʜʝʨʞʘʱʠʝ ʟʘʨʘʞʝʥʥʳʝ ʠ ʧʦʜʦʟ-
ʨʠʪʝʣʴʥʳʝ ʦʙʲʝʢʪʳ; 

 ʦʙʥʦʚʣʷʪʴ ʙʘʟʳ Kaspersky Mail Gateway ʠ ʙʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ. 
ʈʝʩʫʨʩʦʤ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʷʚʣʷʶʪʩʷ ʩʝʨʚʝʨʘ ʦʙʥʦʚʣʝʥʠʡ çʃʘ-
ʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ʊʘʢʞʝ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʩʪʨʦʠʪʴ ʧʨʠ-
ʣʦʞʝʥʠʝ ʥʘ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠʟ ʣʦʢʘʣʴʥʦʛʦ ʢʘʪʘʣʦʛʘ; 

ɹʘʟʳ Kaspersky Mail Gateway ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʣʝ-
ʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. ʅʘ ʦʩʥʦʚʝ ʟʘʧʠʩʝʡ, ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ 
ʥʠʭ, ʢʘʞʜʳʡ ʦʙʲʝʢʪ ʚʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʘʥʘʣʠʟʠʨʫʝʪʩʷ ʥʘ ʧʨʠʩʫʪʩʪ-
ʚʠʝ ʚʠʨʫʩʦʚ: ʩʦʜʝʨʞʘʥʠʝ ʦʙʲʝʢʪʘ ʩʨʘʚʥʠʚʘʝʪʩʷ ʩ ʢʦʜʦʤ, ʭʘʨʘʢʪʝʨ-
ʥʳʤ ʜʣʷ ʪʦʛʦ ʠʣʠ ʠʥʦʛʦ ʚʠʨʫʩʘ. 

ɺʥʠʤʘʥʠʝ! 

ʉʣʝʜʫʝʪ ʧʦʤʥʠʪʴ, ʯʪʦ ʢʘʞʜʳʡ ʜʝʥʴ ʧʦʷʚʣʷʶʪʩʷ ʥʦʚʳʝ ʚʠʨʫʩʳ ʠ 
ʧʦʵʪʦʤʫ ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʜʝʨʞʠʚʘʪʴ ʙʘʟʳ ʚ ʘʢʪʫʘʣʴʥʦʤ ʩʦʩʪʦʷʥʠʠ. 
ʆʙʥʦʚʣʝʥʠʷ ʜʣʷ ʙʘʟ ʧʫʙʣʠʢʫʶʪʩʷ ʥʘ ʩʝʨʚʝʨʘʭ ʦʙʥʦʚʣʝʥʠʡ çʃʘ-
ʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʢʘʞʜʳʡ ʯʘʩ. 

ɹʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʠ ʘʥʘʣʠʟʝ ʩʦʜʝʨʞʘʥʠʷ 
ʧʠʩʴʤʘ (ʚʢʣʶʯʘʷ ʟʘʛʦʣʦʚʦʢ Subject ʠ ʜʨʫʛʠʝ ʟʘʛʦʣʦʚʢʠ) ʠ ʬʘʡʣʦʚ 
ʚʣʦʞʝʥʠʡ. ʇʨʠ ʵʪʦʤ ʧʨʠʤʝʥʷʶʪʩʷ ʣʠʥʛʚʠʩʪʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪʤʳ, ʦʩ-
ʥʦʚʘʥʥʳʝ ʥʘ ʩʨʘʚʥʝʥʠʠ ʩ ʧʠʩʴʤʘʤʠ-ʦʙʨʘʟʮʘʤʠ ʠ ʥʘ ʧʦʠʩʢʝ ʭʘʨʘʢ-
ʪʝʨʥʳʭ ʪʝʨʤʠʥʦʚ (ʩʣʦʚ ʠ ʩʣʦʚʦʩʦʯʝʪʘʥʠʡ). 

ɺʥʠʤʘʥʠʝ! 

ʃʠʥʛʚʠʩʪʠʯʝʩʢʘʷ ʣʘʙʦʨʘʪʦʨʠʷ ʧʦʩʪʦʷʥʥʦ ʚʝʜʝʪ ʨʘʙʦʪʫ ʧʦ ʩʦʚʝʨ-
ʰʝʥʩʪʚʦʚʘʥʠʶ ʠ ʧʦʧʦʣʥʝʥʠʶ ʣʠʥʛʚʠʩʪʠʯʝʩʢʠʭ ʜʘʥʥʳʭ, ʠʩʧʦʣʴ-
ʟʫʝʤʳʭ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʩʧʘʤʘ. ɼʣʷ ʵʬʬʝʢʪʠʚʥʦʡ ʙʦʨʴʙʳ ʩʦ 
ʩʧʘʤʦʤ ʥʝʦʙʭʦʜʠʤʦ ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʪʴ ʙʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘ-
ʤʘ. ʆʙʥʦʚʣʝʥʠʷ ʜʣʷ ʙʘʟ ʧʫʙʣʠʢʫʶʪʩʷ ʥʘ ʩʝʨʚʝʨʘʭ ʦʙʥʦʚʣʝʥʠʡ 
çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʢʘʞʜʳʝ ʪʨʠ ʤʠʥʫʪ.r 

ɼʣʷ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Mail Gateway ʠ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ 
ʩʧʘʤʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʧʝʮʠʘʣʴʥʳʡ ʢʦʤʧʦʥʝʥʪ ʦʙʥʦʚʣʝʥʠʷ kee-
pup2date (ʩʤ. ʧ. 5.1 ʥʘ ʩʪʨ. 52). 

 ʧʨʦʠʟʚʦʜʠʪʴ ʥʘʩʪʨʦʡʢʫ ʠ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Mail Gateway ʢʘʢ ʣʦ-
ʢʘʣʴʥʦ (ʩʪʘʥʜʘʨʪʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʩ ʧʦʤʦ-
ʱʴʶ ʧʘʨʘʤʝʪʨʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʩʠʛʥʘʣʦʚ ʠ ʤʦʜʠʬʠʢʘʮʠʝʡ ʢʦʥ-
ʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ), ʪʘʢ ʠ ʫʜʘʣʝʥʥʦ ʯʝʨʝʟ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ Webmin; 
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 ʧʨʦʠʟʚʦʜʠʪʴ ʤʦʥʠʪʦʨʠʥʛ ʩʦʩʪʦʷʥʠʷ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ ʠ ʬʠʣʴʪ-
ʨʘʮʠʠ ʩʧʘʤʘ, ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʞʫʨʥʘʣ ʠ ʩʪʘʪʠʩʪʠʢʫ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝ-
ʥʠʷ, ʢʘʢ ʣʦʢʘʣʴʥʦ ʪʘʢ ʠ ʫʜʘʣʝʥʥʦ ʩ ʧʦʤʦʱʴʶ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ ʧʨʦ-
ʛʨʘʤʤʳ Webmin; 

 ʧʦʣʫʯʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʩʪʘʪʠʩʪʠʢʫ ʨʘʙʦʪʳ ʧʨʠ-
ʣʦʞʝʥʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ SNMP, ʘ ʪʘʢʞʝ ʥʘʩʪʨʦʠʪʴ ʧʨʠʣʦʞʝʥʠʝ ʥʘ ʦʪ-
ʧʨʘʚʢʫ SNMP-ʣʦʚʫʰʝʢ ʧʨʠ ʥʘʩʪʫʧʣʝʥʠʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʦʙʳʪʠʡ. 

1.1.  Ƀɞɚ əɚɎɚɏɚ Ɏ Kaspersky  Mail  
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ɺ Kaspersky Mail Gateway ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʠʣʦʞʝʥʠʝʤ Kaspersky Mail Ga-
teway ʚʝʨʩʠʠ 5.5 ʜʦʙʘʚʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ: 

 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʤʦʜʫʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʢʦʪʦʨʳʡ ʦʙʣʘʜʘʝʪ ʩʣʝ-
ʜʫʶʱʠʤʠ ʩʚʦʡʩʪʚʘʤʠ: 

 ʧʦʚʳʰʝʥʥʘʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʠ ʩʪʘʙʠʣʴʥʦʩʪʴ ʨʘʙʦʪʳ; 

 ʥʠʟʢʠʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʦʙʲʝʤʫ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ; 

 ʥʠʟʢʠʡ ʫʨʦʚʝʥʴ ʪʨʘʬʠʢʘ, ʧʝʨʝʜʘʚʘʝʤʦʛʦ ʯʝʨʝʟ ʠʥʪʝʨʥʝʪ (ʦʙ-
ʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Mail Gateway). 

 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʫʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʥʳʭ ʤʝʪʦʜʦʚ ʬʠʣʴʪʨʘʮʠʠ, ʘ 
ʠʤʝʥʥʦ: 

 ʘʣʛʦʨʠʪʤʳ ʨʘʟʙʦʨʘ HTML-ʦʙʲʝʢʪʦʚ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ (ʫʚʝ-
ʣʠʯʠʚʘʝʪ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʙʦʨʴʙʳ ʩ ʨʘʟʣʠʯʥʳʤʠ ʪʨʶʢʘʤʠ ʩʧʘ-
ʤʝʨʦʚ, ʥʘʧʨʘʚʣʝʥʥʳʤʠ ʥʘ ʦʙʭʦʜ ʩʠʩʪʝʤ ʬʠʣʴʪʨʘʮʠʠ); 

 ʩʠʩʪʝʤʘ ʘʥʘʣʠʟʘ ʟʘʛʦʣʦʚʢʦʚ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ; 

 ʩʠʩʪʝʤʘ ʘʥʘʣʠʟʘ ʛʨʘʬʠʯʝʩʢʠʭ ʚʣʦʞʝʥʠʡ (GSG); 

 ʩʝʨʚʠʩʳ Sender Policy Framework (SPF) ʠ Spam URL Realtime 
Blocklists (SURBL); 

 ʩʦʙʩʪʚʝʥʥʳʡ ʩʝʨʚʠʩ Urgent Detection System (UDS), ʧʦʟʚʦʣʷʶ-
ʠɦʡ ʧʦʣʫʯʘʪʴ ʜʘʥʥʳʝ ʦ ʥʝʢʦʪʦʨʳʭ ʚʠʜʘʭ ʩʧʘʤ-ʨʘʩʩʳʣʦʢ ʚ ʨʝ-
ʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 

 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʦʪʜʝʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʜʣʷ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: ʜʣʷ 
ʢʘʞʜʦʡ ʛʨʫʧʧʳ ʠʤʝʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʥʝʟʘʚʠʩʠʤʦ ʚʢʣʶ-
ʯʠʪʴ / ʦʪʢʣʶʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʧʨʝʜʝʣʝʥʥʳʭ ʤʝʪʦʜʦʚ ʧʨʦʚʝʨʢʠ, 
ʘ ʪʘʢʞʝ ʦʧʨʝʜʝʣʠʪʴ ʜʝʡʩʪʚʠʷ, ʚʳʧʦʣʥʷʝʤʳʝ ʥʘʜ ʩʦʦʙʱʝʥʠʷʤʠ. 
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 ʇʦʣʫʯʝʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʩʪʘʪʠʩʪʠʢʠ ʨʘʙʦʪʳ 
ʧʨʠʣʦʞʝʥʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ SNMP; ʥʘʩʪʨʦʡʢʘ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʦʪʧʨʘʚ-
ʢʫ SNMP-ʣʦʚʫʰʝʢ ʧʨʠ ʥʘʩʪʫʧʣʝʥʠʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʦʙʳʪʠʡ. 

 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʧʝʨʝʨʘʙʦʪʘʥʥʦʛʦ ʤʝʭʘʥʠʟʤʘ ʧʨʠʝʤʘ ʚʭʦʜʷʱʠʭ ʩʦ-
ʦʙʱʝʥʠʡ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ ʤʝʥʴʰʝ ʨʝʩʫʨʩʦʚ ʠ ʧʦʟʚʦʣʷʝʪ ʦʜʥʦ-
ʚʨʝʤʝʥʥʦ ʧʨʠʥʠʤʘʪʴ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʠʩʝʤ. 

1.2.  ȻɚɗɔɞɔɖɌ ɗɔɢɑəɓɔɜɚɎɌəɔɫ 

ʇʦʣʠʪʠʢʘ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ Kaspersky Mail Gateway 5.6 ʧʨʝʜʧʦʣʘʛʘʝʪ ʩʠʩʪʝ-
ʤʫ ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʜʫʢʪʘ ʧʦ ʩʣʝʜʫʶʱʠʤ ʢʨʠʪʝʨʠʷʤ:  

 ʢʦʣʠʯʝʩʪʚʫ ʟʘʠɦʱʘʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ; 

 ʦʙʲʝʤʫ ʦʙʨʘʙʘʪʳʚʘʝʤʦʛʦ ʩʫʪʦʯʥʦʛʦ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ 
(Mɹ / ʩʫʪʢʠ). 

ʂʘʞʜʳʡ ʪʠʧ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʝʪʩʷ ʧʦ ʚʨʝʤʝʥʠ (ʢʘʢ ʧʨʘʚʠ-
ʣʦ, ʵʪʦ ʦʜʠʥ-ʜʚʘ ʛʦʜʘ ʩʦ ʜʥʷ ʧʨʠʦʙʨʝʪʝʥʠʷ ʧʨʦʜʫʢʪʘ). 

ɺʳ ʤʦʞʝʪʝ ʧʨʠʦʙʨʝʩʪʠ ʣʠʮʝʥʟʠʶ ʧʦ ʢʘʢʦʤʫ-ʣʠʙʦ ʦʜʥʦʤʫ ʪʠʧʫ ʦʛʨʘʥʠʯʝʥʠʷ 
(ʥʘʧʨʠʤʝʨ, ʧʦ ʩʫʪʦʯʥʦʤʫ ʦʙʲʝʤʫ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ). 

ʇʦʤʠʤʦ ʵʪʦʛʦ ʫ ʚʘʩ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʠ ʧʨʠʦʙʨʝʪʝʥʠʠ ʧʨʦʜʫʢʪʘ ʦʧʨʝʜʝ-
ʣʠʪʴ, ʙʫʜʝʪ ʣʠ Kaspersky Mail Gateway ʚʳʧʦʣʥʷʪʴ ʪʦʣʴʢʦ ʘʥʪʠʚʠʨʫʩʥʫʶ 
ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʠʣʠ ʪʘʢʞʝ ʠ ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ. 

ʉʫʱʝʩʪʚʫʶʪ ʥʝʢʦʪʦʨʳʝ ʦʩʦʙʝʥʥʦʩʪʠ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ ʠʩʭʦʜʷ ʠʟ ʪʠʧʘ 
ʧʨʠʦʙʨʝʪʝʥʥʦʡ ʣʠʮʝʥʟʠʠ ʥʘ ʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ. ʊʘʢ, ʧʨʠ ʦʛʨʘʥʠʯʝʥʠʠ ʧʦ 
ʢʦʣʠʯʝʩʪʚʫ ʟʘʱʠʱʘʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʬʦʨʤʠʨʦʚʘʪʴ 
ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ (ʜʦʤʝʥʦʚ), ʥʘ ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʘʥʪʠʚʠʨʫʩ-
ʥʘʷ ʟʘʱʠʪʘ ʠ ʬʠʣʴʪʨʘʮʠʷ ʩʧʘʤʘ. ɺ ʩʣʫʯʘʝ ʜʦʩʪʠʞʝʥʠʷ ʢʨʠʪʠʯʝʩʢʦʛʦ ʦʙʲʝ-
ʤʘ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ ʠʣʠ ʠʩʯʝʨʧʘʥʠʷ ʣʠʤʠʪʘ ʟʘʱʠʱʘʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʙʫʜʝʪ ʦʪʧʨʘʚʣʝʥʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʫʚʝʜʦʤʣʝʥʠʝ. 

1.3.   ȬɛɛɌɜɌɞəɧɑ ɔ ɛɜɚɏɜɌɘɘəɧɑ 

ɞɜɑɍɚɎɌəɔɫ ɖ ɝɔɝɞɑɘɑ  

ɼʣʷ ʨʘʙʦʪʳ Kaspersky Mail Gateway 5.6 ʥʝʦʙʭʦʜʠʤʦ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩʠʩʪʝʤʳ 
ʩʣʝʜʫʶʱʠʤ ʪʨʝʙʦʚʘʥʠʷʤ: 
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 ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ: 

 ʇʨʦʮʝʩʩʦʨ ʢʣʘʩʩʘ Intel Pentium (ʨʝʢʦʤʝʥʜʫʝʪʩʷ Pentium III ʠʣʠ 
Pentium IV). 

 ʆʙʲʝʤ ʩʚʦʙʦʜʥʦʡ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʥʝ ʤʝʥʝʝ 256 ʄɹ. 

 ʉʚʦʙʦʜʥʦʝ ʤʝʩʪʦ ʥʘ ʜʠʩʢʝ ʥʝ ʤʝʥʝʝ 100 Mɹ ï ʜʣʷ ʫʩʪʘʥʦʚʢʠ 
ʧʨʠʣʦʞʝʥʠʷ. 

ɺʥʠʤʘʥʠʝ! 

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ, ʯʪʦ ʪʨʝʙʫʝʤʳʡ ʨʘʟʤʝʨ ʩʚʦʙʦʜʥʦʛʦ ʜʠʩʢʦ-
ʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʥʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʙʲʝʤ ʨʘʙʦʯʝʡ ʦʯʝʨʝʜʠ 
ʧʨʠʣʦʞʝʥʠʷ, ʢʘʨʘʥʪʠʥʥʦʛʦ ʢʘʪʘʣʦʛʘ ʠ ʘʨʭʠʚʦʚ ʚʭʦʜʷʱʝʡ ʠ ʠʩ-
ʭʦʜʷʱʝʡ ʧʦʯʪʳ. ɽʩʣʠ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘ-
ʮʠʠ ʧʨʝʜʧʦʣʘʛʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʳʭ ʘʨʭʠʚʦʚ, ʚʘʤ ʥʝʦʙʭʦ-
ʜʠʤʦ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʧʨʦʠʥʜʝʢʩʠʨʦʚʘʪʴ ʦʙʲʝʤ ʪʨʝʙʫʝʤʦʛʦ ʩʚʦ-
ʙʦʜʥʦʛʦ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ. 

 ʉʚʦʙʦʜʥʦʝ ʤʝʩʪʦ ʚ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ /tmp ï ʥʝ ʤʝʥʝʝ 500 Mɹ. 

 ʇʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ: 

 ʜʣʷ 32-ʙʠʪʥʦʡ ʧʣʘʪʬʦʨʤʳ ʦʜʥʘ ʠʟ ʩʣʝʜʫʶʱʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ 
ʩʠʩʪʝʤ: 

o Red Hat Enterprise Linux Server 5. 

o Fedora 7. 

o SUSE Linux Enterprise Server 10. 

o OpenSUSE Linux 10.3. 

o Debian GNU/Linux 4 r1. 

o Mandriva 2007. 

o Ubuntu 7.10 Server Edition. 

o FreeBSD 5.5, 6.2. 

 ʜʣʷ 64-ʙʠʪʥʦʡ ʧʣʘʪʬʦʨʤʳ ʦʜʥʘ ʠʟ ʩʣʝʜʫʶʱʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ 
ʩʠʩʪʝʤ: 

o Red Hat Enterprise Linux Server 5. 

o Fedora 7. 

o SUSE Linux Enterprise Server 10. 

o OpenSUSE Linux 10.3. 
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 ʀʥʪʝʨʧʨʝʪʘʪʦʨ ʷʟʳʢʘ Perl ʚʝʨʩʠʠ 5.0 ʠʣʠ ʚʳʰʝ (www.perl.org), 
ʫʪʠʣʠʪʘ which ï ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠ,̫ ʫʪʠʣʠʪʘ bzip2 ï ʜʣʷ 
ʨʘʩʧʘʢʦʚʢʠ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ. 

 ʇʨʦʛʨʘʤʤʘ Webmin (www.webmin.com) ʚʝʨʩʠʠ 1.070 ʠʣʠ ʚʳʰʝ, 
ʝʩʣʠ ʧʣʘʥʠʨʫʝʪʩʷ ʫʜʘʣʝʥʥʦʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ. 

1.4.  ȶɚɘɛɗɑɖɞ ɛɚɝɞɌɎɖɔ 

Kaspersky Mail Gateway ʚʳ ʤʦʞʝʪʝ ʧʨʠʦʙʨʝʩʪʠ ʫ ʥʘʰʠʭ ʜʠʩʪʨʠʙʴʶʪʦʨʦʚ, ʘ 
ʪʘʢʞʝ ʚ ʦʜʥʦʤ ʠʟ ʠʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥʦʚ (ʥʘʧʨʠʤʝʨ, www.kaspersky.ru, ʨʘʟʜʝʣ 
ʕʣʝʢʪʨʦʥʥʳʡ ʤʘʛʘʟʠʥ). 

ʇʨʠ ʧʦʢʫʧʢʝ Kaspersky Mail Gateway ʚ ʠʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥʝ ʚʳ ʢʦʧʠʨʫʝʪʝ 
ʧʨʦʜʫʢʪ ʩ ʚʝʙ-ʩʘʡʪʘ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè, ʚ ʜʠʩʪʨʠʙʫʪʠʚ ʢʦʪʦʨʦʛʦ 
ʧʦʤʠʤʦ ʩʘʤʦʛʦ ʧʨʦʜʫʢʪʘ ʚʢʣʶʯʝʥʦ ʪʘʢʞʝ ʜʘʥʥʦʝ ʈʫʢʦʚʦʜʩʪʚʦ. ʂʣʶʯ ʙʫʜʝʪ 
ʚʘʤ ʦʪʧʨʘʚʣʝʥ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʧʦ ʬʘʢʪʫ ʦʧʣʘʪʳ. 

1.4.1.  ȷɔɢɑəɓɔɚəəɚɑ ɝɚɏɗɌɤɑəɔɑ 

ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ï ʵʪʦ ʶʨʠʜʠʯʝʩʢʦʝ ʩʦʛʣʘʰʝʥʠʝ ʤʝʞʜʫ ʚʘʤʠ ʠ 
ɿɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè, ʚ ʢʦʪʦʨʦʤ ʫʢʘʟʘʥʦ, ʥʘ ʢʘʢʠʭ ʫʩʣʦʚʠʷʭ ʚʳ 
ʤʦʞʝʪʝ ʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʠʦʙʨʝʪʝʥʥʳʤ ʚʘʤʠ ʧʨʦʛʨʘʤʤʥʳʤ ʧʨʦʜʫʢʪʦʤ.  

1.4.2.  ȼɑɏɔɝɞɜɌɢɔɚəəɌɫ ɖɌɜɞɚɣɖɌ 

ʇʦʞʘʣʫʡʩʪʘ, ʟʘʧʦʣʥʠʪʝ ʨʝʛʠʩʪʨʘʮʠʦʥʥʫ  ʁʢʘʨʪʦʯʢʫ, ʧʦ ʚʦʟʤʦʞʥʦʩʪʠ ʥʘʠʙʦ-
ʣʝʝ ʧʦʣʥʦ ʫʢʘʟʘʚ ʩʚʦʠ ʢʦʦʨʜʠʥʘʪʳ: ʬʘʤʠʣʠʶ, ʠʤʷ, ʦʪʯʝʩʪʚʦ (ʧʦʣʥʦʩʪʴʶ), 
ʪʝʣʝʬʦʥ, ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ (ʝʩʣʠ ʦʥʘ ʝʩʪʴ), ʠ ʦʪʧʨʘʚʴʪʝ ʝʝ ʜʠʩʪ-
ʨʠʙʴʶʪʦʨʫ, ʫ ʢʦʪʦʨʦʛʦ ʚʳ ʧʨʠʦʙʨʝʣʠ ʧʨʦʛʨʘʤʤʥʳʡ ʧʨʦʜʫʢʪ. 

ɽʩʣʠ ʚʧʦʩʣʝʜʩʪʚʠʠ ʫ ʚʘʩ ʠʟʤʝʥʠʪʩʷ ʧʦʯʪʦʚʳʡ/ʵʣʝʢʪʨʦʥʥʳʡ ʘʜʨʝʩ ʠʣʠ ʪʝ-
ʣʝʬʦʥ, ʧʦʞʘʣʫʡʩʪʘ, ʩʦʦʙʱʠʪʝ ʦʙ ʵʪʦʤ ʜʠʩʪʨʠʙʴʶʪʦʨʫ, ʢʦʪʦʨʦʤʫ ʚʳ ʦʪʧʨʘ-
ʚʠʣʠ ʨʝʛʠʩʪʨʘʮʠʦʥʥʫʶ ʢʘʨʪʦʯʢʫ. 

ʈʝʛʠʩʪʨʘʮʠʦʥʥʘʷ ʢʘʨʪʦʯʢʘ ʷʚʣʷʝʪʩʷ ʜʦʢʫʤʝʥʪʦʤ, ʥʘ ʦʩʥʦʚʘʥʠʠ ʢʦʪʦʨʦʛʦ ʚʳ 
ʧʨʠʦʙʨʝʪʘʝʪʝ ʩʪʘʪʫʩ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘʰʝʡ ʢʦʤʧʘʥʠʠ. 
ʕʪʦ ʜʘʝʪ ʚʘʤ ʧʨʘʚʦ ʥʘ ʪʝʭʥʠʯʝʩʢʫʶ ʧʦʜʜʝʨʞʢʫ ʚ ʪʝʯʝʥʠʝ ʩʨʦʢʘ ʧʦʜʧʠʩʢʠ. 
ʂʨʦʤʝ ʪʦʛʦ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʧʦʜʧʠʩʘʚʰʠʤʩʷ ʥʘ ʨʘʩ-
ʩʳʣʢʫ ʥʦʚʦʩʪʝʡ ɿɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè, ʚʳʩʳʣʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ 
ʦ ʚʳʭʦʜʝ ʥʦʚʳʭ ʧʨʦʛʨʘʤʤʥʳʭ ʧʨʦʜʫʢʪʦʚ. 

http://www.perl.org/
http://www.webmin.com/
http://www.kaspersky.ru/
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1.5.  ȽɑɜɎɔɝ ɐɗɫ 

ɓɌɜɑɏɔɝɞɜɔɜɚɎɌəəɧɡ 

ɛɚɗɨɓɚɎɌɞɑɗɑɕ 

ɿɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʧʨʝʜʣʘʛʘʝʪ ʩʚʦʠʤ ʣʝʛʘʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝ-
ʣʷʤ ʙʦʣʴʰʦʡ ʢʦʤʧʣʝʢʩ ʫʩʣʫʛ, ʧʦʟʚʦʣʷʶʱʠʭ ʫʚʝʣʠʯʠʪʴ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠʩ-
ʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Mail Gateway. 

ʇʦʩʣʝ ʧʨʠʦʙʨʝʪʝʥʠʷ ʢʣʶʯʘ ʚʳ ʩʪʘʥʦʚʠʪʝʩʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘ-
ʪʝʣʝʤ ʧʨʦʛʨʘʤʤʳ ʠ ʚ ʪʝʯʝʥʠʝ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ ʧʦʣʫʯʘʝʪʝ ʩʣʝʜʫʶʱʠʝ 
ʫʩʣʫʛʠ: 

 ʝʞʝʯʘʩʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʥʦʚʳʭ 
ʚʝʨʩʠʡ ʜʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ; 

 ʢʦʥʩʫʣʴʪʘʮʠʠ ʧʦ ʚʦʧʨʦʩʘʤ, ʩʚʷʟʘʥʥʳʤ ʩ ʫʩʪʘʥʦʚʢʦʡ, ʥʘʩʪʨʦʡʢʦʡ ʠ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʜʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ, ʦʢʘʟʳʚʘʝʤʳʝ ʧʦ 
ʪʝʣʝʬʦʥʫ ʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ; 

 ʦʧʦʚʝʱʝʥʠʝ ʦ ʚʳʭʦʜʝ ʥʦʚʳʭ ʧʨʦʛʨʘʤʤʥʳʭ ʧʨʦʜʫʢʪʦʚ ʃʘʙʦʨʘʪʦʨʠʠ 
ʂʘʩʧʝʨʩʢʦʛʦ ʠ ʦ ʥʦʚʳʭ ʚʠʨʫʩʘʭ, ʧʦʷʚʣʷʶʱʠʭʩʷ ʚ ʤʠʨʝ (ʜʘʥʥʘʷ ʫʩ-
ʣʫʛʘ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʧʦʜʧʠʩʘʚʰʠʤʩʷ ʥʘ ʨʘʩʩʳʣʢʫ 
ʥʦʚʦʩʪʝʡ ɿɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʥʘ ʚʝʙ-ʩʘʡʪʝ ʉʣʫʞ-
ʙ  rʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ (http://support.kaspersky.ru/subscribe/). 

ʇʨʠʤʝʯʘʥʠʝ 

ʂʦʥʩʫʣʴʪʘʮʠʠ ʧʦ ʚʦʧʨʦʩʘʤ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʧʝʨʘʮʠʦʥ-
ʥʳʭ ʩʠʩʪʝʤ ʠ ʧʨʠʣʦʞʝʥʠʡ ʩʪʦʨʦʥʥʝʛʦ ʧʨʦʠʟʚʦʜʠʪʝʣʷ, ʘ ʪʘʢʞʝ ʨʘʙʦʪʳ ʨʘʟ-
ʣʠʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʥʝ ʧʨʦʚʦʜʷʪʩʷ. 
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ȯȷȬȮȬ 2. ȽȺȽȾȬȮ ȴ 

ȾȴȻȴɃȹɇȱ ȽɁȱȸɇ 

ȼȬȳȮȱȼȾɇȮȬȹȴɋ 

ȻȼȴȷȺȲȱȹȴɋ 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʢʦʨʨʝʢʪʥʦ ʥʘʩʪʨʦʠʪʴ ʠ ʵʬʬʝʢʪʠʚʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʠʣʦʞʝ-
ʥʠʝ, ʚʘʞʥʦ ʟʥʘʪʴ ʝʛʦ ʩʦʩʪʘʚ ʠ ʚʥʫʪʨʝʥʥʠʝ ʘʣʛʦʨʠʪʤʳ ʨʘʙʦʪʳ. ʕʪʦ ʪʘʢʞʝ 
ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʘʤʢʘʭ ʫʞʝ ʩʬʦʨʤʠʨʦ-
ʚʘʥʥʦʡ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʦʨʛʘʥʠʟʘʮʠʠ. ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʙʫʜʫʪ ʧʦʜʨʦʙʥʦ 
ʨʘʩʩʤʦʪʨʝʥʳ ʩʦʩʪʘʚ ʧʨʠʣʦʞʝʥʠʷ, ʝʛʦ ʘʨʭʠʪʝʢʪʫʨʘ, ʤʝʭʘʥʠʟʤ ʨʘʙʦʪʳ, ʘ ʪʘʢ-
ʞʝ ʪʠʧʠʯʥʳʝ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ. 

2.1.  ȬɜɡɔɞɑɖɞɟɜɌ ɔ ɝɚɝɞɌɎ 

ɛɜɔɗɚɒɑəɔɫ 

ʇʨʝʞʜʝ ʯʝʤ ʧʨʠʩʪʫʧʠʪʴ ʢ ʠʟʫʯʝʥʠʶ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʧʨʠʣʦ-
ʞʝʥʠʷ, ʨʘʩʩʤʦʪʨʠʤ ʝʛʦ ʚʥʫʪʨʝʥʥʶʶ ʘʨʭʠʪʝʢʪʫʨʫ. 

Kaspersky Mail Gateway ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʦʣʥʦʮʝʥʥʳʡ ʧʦʯʪʦʚʳʡ ʘʛʝʥʪ 
(MTA ï Mail Transfer Agent), ʩʧʦʩʦʙʥʳʡ ʧʨʠʥʠʤʘʪʴ ʧʦʪʦʢ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝ-
ʥʠʡ ʠ ʚʳʧʦʣʥʷʪʴ ʝʛʦ ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʦʩʫʱʝʩʪʚʣʷʷ ʧʨʠ ʵʪʦʤ ʬʠʣʴʪʨʘʮʠʶ 
ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʩʦʦʙʱʝʥʠʡ. 

Kaspersky Mail Gateway ʨʝʘʣʠʟʫʝʪ ʥʘʙʦʨ ʢʦʤʘʥʜ SMTP-ʧʨʦʪʦʢʦʣʘ (RFC 
2821), ʬʦʨʤʘʪ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ (RFC 2822), MIME-ʬʦʨʤʘʪ (RFC 2045-
2049, 2231, 2646) ʠ ʥʘʙʦʨ ʪʨʝʙʦʚʘʥʠʡ ʢ ʧʦʯʪʦʚʦʤʫ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ (RFC 
1123). ʇʨʠʣʦʞʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʨʝʢʦʤʝʥʜʘʮʠʷʤ RFC 2505 ʧʦ ʙʦʨʴʙʝ ʩʦ 
ʩʧʘʤʦʤ, ʚ ʯʘʩʪʥʦʩʪʠ ʠʩʧʦʣʴʟʫʝʪ ʧʨʘʚʠʣʘ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ SMTP-ʢʣʠʝʥʪʦʚ 
ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ ʚ ʢʘʯʝʩʪʚʝ ʦʪʢʨʳʪʦʛʦ 
ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ (open relay). ʊʘʢʞʝ Kaspersky Mail Gateway ʧʦʜʜʝʨʞʠʚʘʝʪ 
ʩʣʝʜʫʶʱʠʝ ʨʘʩʰʠʨʝʥʠʷ SMTP-ʧʨʦʪʦʢʦʣʘ: 

 Pipelining ï ʜʣʷ ʫʩʢʦʨʝʥʠʷ ʨʘʙʦʪʳ ʩ ʩʝʨʚʝʨʘʤʠ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʤʠ 
ʵʪʦʪ ʨʝʞʠʤ ʨʘʙʦʪʳ (RFC 2920). 

 8-bit MIME Transport ï ʜʣʷ ʨʘʙʦʪʳ ʩ ʥʘʮʠʦʥʘʣʴʥʳʤʠ ʢʦʜʠʨʦʚʢʘʤʠ 
(RFC 1652). 
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 Mail Gateway 5.6  

 Enhanced Error Codes ï ʜʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʠʘʛ-
ʥʦʩʪʠʢʠ ʧʨʦʪʦʢʦʣʘ (RFC 2034). 

 DSN (Delivery Status Notifications) ï ʜʣʷ ʫʤʝʥʴʰʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ ʢʘ-
ʥʘʣ ʠ ʙʦʣʝʝ ʪʦʯʥʦʡ ʜʠʘʛʥʦʩʪʠʢʠ (RFC 1891, 3461-3464). 

 SMTP Message Size ï ʜʣʷ ʫʚʝʣʠʯʝʥʠʷ ʩʢʦʨʦʩʪʠ ʧʝʨʝʜʘʯʠ ʠ ʦʛʨʘʥʠ-
ʯʝʥʠʷ ʥʘʛʨʫʟʢʠ (RFC 1870). 

ʇʨʠʤʝʯʘʥʠʝ 

ʊʝʢʩʪʳ ʫʧʦʤʷʥʫʪʳʭ ʜʦʢʫʤʝʥʪʦʚ RFC ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʠʥʪʝʨʥʝʪʝ ʧʦ ʘʜʨʝʩʫ 
http://www.ietf.org. 

ʇʨʠʣʦʞʝʥʠʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

 mailgw ï ʦʩʥʦʚʥʦʡ ʢʦʤʧʦʥʝʥʪ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʡ ʩʦʙʦʡ 
ʧʦʣʥʦʮʝʥʥʳʡ ʧʦʯʪʦʚʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʩʦ ʚʩʪʨʦʝʥʥʦʡ ʘʥʪʠʚʠʨʫʩ-
ʥʦʡ ʟʘʱʠʪʦʡ ʠ ʬʠʣʴʪʨʘʮʠʝʡ ʩʧʘʤʘ; 

 licensemanager ï ʢʦʤʧʦʥʝʥʪ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʨʘʙʦʪʳ ʩ ʢʣʶ-
ʯʘʤʠ (ʫʩʪʘʥʦʚʢʠ, ʫʜʘʣʝʥʠʷ, ʧʨʦʩʤʦʪʨʘ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘ-
ʮʠʠ); 

 keepup2date ï ʢʦʤʧʦʥʝʥʪ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ Kas-
persky Mail Gateway ʠ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʧʫʪʝʤ ʠʭ ʩʢʘʯʠʚʘʥʠʷ ʩ 
ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʠʣʠ ʠʟ ʣʦʢʘʣʴ-
ʥʦʛʦ ʢʘʪʘʣʦʛʘ; 

 webmin-ʤʦʜʫʣʴ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ 
ʧʨʠ ʧʦʤʦʱʠ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ (ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʦʧʮʠʦʥʘʣʴʥʦ). ʂʦʤ-
ʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʘʠʚʘʪʴ ʠ ʦʨʛʘʥʠʟʦʚʳʚʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ 
Kaspersky Mail Gateway ʠ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʧʨʦʩʤʘʪʨʠʚʘʪʴ 
ʩʪʘʪʠʩʪʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʟʘʜʘʚʘʪʴ ʜʝʡʩʪʚʠʷ ʥʘʜ ʦʙʲʝʢʪʘʤʠ ʚ 
ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʭ ʩʪʘʪʫʩʘ, ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʨʝʟʫʣʴʪʘʪʳ ʨʘʙʦʪʳ 
ʧʨʠʣʦʞʝʥʠʷ. 

ʆʩʥʦʚʥʦʡ ʢʦʤʧʦʥʝʥʪ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʠʩ.1) ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ ʩʦʩʪʦʠʪ ʠʟ 
ʩʣʝʜʫʶʱʠʭ ʤʦʜʫʣʝʡ: 

 Receiver ï ʤʦʜʫʣʴ ʧʨʠʝʤʘ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ. 

 Sender ï ʤʦʜʫʣʴ ʜʣʷ ʨʘʩʩʳʣʢʠ ʩʦʦʙʱʝʥʠʡ, ʧʨʦʰʝʜʰʠʭ ʘʥʪʠʚʠʨʫʩ-
ʥʫʶ ʦʙʨʘʙʦʪʢʫ ʠ ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ. 

 ʄʦʜʫʣʴ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ (AS-ʤʦʜʫʣʴ) ï ʤʦʜʫʣʴ, ʦʩʫʱʝʩʪʚʣʷʶ-
ʱʠʡ ʘʥʘʣʠʟ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʠʭ ʢʣʘʩʩʠʬʠʢʘʮʠʶ ʠ ʦʙʨʘʙʦʪʢʫ. 

 AV-ʤʦʜʫʣʴ ï ʘʥʪʠʚʠʨʫʩʥʦʝ ʷʜʨʦ. 



ʉʦʩʪʘʚ ʠ ʪʠʧʠʯʥʳʝ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ 19 

 ʄʦʜʫʣʴ ʧʨʦʚʝʨʢʠ ï ʤʦʜʫʣʴ, ʨʝʘʣʠʟʫʶʱʠʡ ʩʦʚʤʝʩʪʥʦ ʩ ʤʦʜʫʣʝʤ 
ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠ AV-ʤʦʜʫʣʝʤ ʦʙʨʘʙʦʪʢʫ ʩʦʦʙʱʝʥʠʡ, ʚʢʣʶʯʘʷ 
ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ. 

 

ʈʠʩʫʥʦʢ 1. ʆʙʱʘʷ ʩʪʨʫʢʪʫʨʘ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Mail Gateway 

2.2.  ȽɡɑɘɌ ɜɌɍɚɞɧ ɛɜɔɗɚɒɑəɔɫ 

ʇʨʝʜʫʩʤʦʪʨʝʥ ʩʣʝʜʫʶʱʠʡ ʘʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʠʩ. 2): 

1. ʇʦʯʪʦʚʳʡ ʪʨʘʬʠʢ ʧʦʩʪʫʧʘʝʪ ʧʦʯʪʦʚʦʤʫ ʘʛʝʥʪʫ ʧʦ SMTP-ʧʨʦʪʦʢʦʣʫ. 
ʇʦʯʪʦʚʘʷ ʩʠʩʪʝʤʘ ʧʝʨʝʜʘʝʪ ʚʩʶ ʧʦʩʪʫʧʠʚʰʫʶ ʧʦʯʪʫ ʤʦʜʫʣʶ Re-
ceiver. 

 

ʈʠʩʫʥʦʢ 2. ʈʘʙʦʯʘʷ ʦʯʝʨʝʜʴ Kaspersky Mail Gateway 

2. ʄʦʜʫʣʴ Receiver ʧʨʦʠʟʚʦʜʠʪ ʧʝʨʚʠʯʥʫʶ ʧʨʦʚʝʨʢʫ ʩʦʦʙʱʝʥʠʷ ʧʦ 
ʩʣʝʜʫʶɦ ʠʤ ʢʨʠʪʝʨʠʷʤ: 

 ʥʘʣʠʯʠʝ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʚ ʤʘʩʢʘʭ ʟʘʧʨʝʪʘ ʠ / ʠʣʠ ʨʘʟ-
ʨʝʰʝʥʠʷ; 

 ʩʦʦʪʚʝʪʩʪʚʠʝ ʦʛʨʘʥʠʯʝʥʠʷʤ ʜʦʩʪʫʧʘ, ʟʘʜʘʥʥʳʤ ʜʣʷ SMTP-
ʩʦʝʜʠʥʝʥʠʡ (ʩʤ. ʧ. 5.5.2 ʥʘ ʩʪʨ. 78); 

 ʩʦʦʪʚʝʪʩʪʚʠʝ ʨʘʟʤʝʨʘ ʧʠʩʴʤʘ (ʘ ʪʘʢʞʝ ʦʙʱʝʛʦ ʢʦʣʠʯʝʩʪʚʘ ʧʠ-
ʩʝʤ ʚ ʩʝʩʩʠʠ) ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʧʨʠʣʦʞʝʥʠʷ ʦʛʨʘ-
ʥʠʯʝʥʠʷʤ; 


